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Introduction -»-»pure

Larry Bowe, Jr. —

= Over 25 years experience in the high-tech hardware and software
industry.

= 17 years developing mission critical software and systems
iIncluding avionics systems and video security systems.

» Previously Director, Global Solutions Development for Honeywell
and Vice President Business Development for Verint/Loronix.

»Bachelors of Science in Computer Science from Arizona State.

» Master of Business Administration from University of Phoenix.
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Threats to LNG and Petrochemical
Terminals

E ' I TECHNOLOGIES

Attack of docked ship via water with small craft and an
Improvised Explosive Device (IED).

0 Attack of ship or storage facilities via land by foot across
perimeter using an IED.

O Attack of docked ships or storage facilities via land by vehicle
through perimeter using an IED.
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Consequences --»-pure

Immediate
Event Consequences Delayed Consequences

* Fires / Explosions = Injury and death Mass panic

= Chemical releases * Infrastructure damage = long-term illness/ death
= Vessel damage / loss = Environmental damage
= Business disruption = Economic Impact —

= Port operations
= Vessel loss
= Energy shortages
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Preparation and Prevention “»-»pure

Preparation Prevention

Vulnerability assessments Improved intelligence
Improved facility designs Restricted access
Improved physical security infrastructure Detection

Improved communications infrastructure = Armed vessels
Evacuation plans » Vessel escorts
Rescue plans

Fire response plans

Security response plans

» Recovery plans

» Cross agency communication plans

» Emergency training and exercises

GieEilin,

Maritime Transportation
Security Act of 2002
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Maritime Domain Awareness w-wpure

Comprehensive understanding of the current port situation
» Current areas of risks and threats.
= Authorized ship and personnel location and information.
= Anomaly detection — type, location, video.

= Automated communications - notify those with need to know
and those responsible to act.

» Policy based responses and recovery.

= and more...




Threat Scenario +-»pure

The Threats:

Unauthorized small craft in proximity of LNG Tanker at dock.
Unauthorized person breaches perimeter.
Unauthorized vehicle breaches perimeter.

The Response:

1.
2.

3.
4.
5.

Detect, locate, classify, and track the threat.

Open communications - Notify Coast Guard, Terminal Security,
and Port Security. Share information among responders.

Shut off pipeline valves.

Restrict access to tanker.

Sound warning alarm to small craft.

The Recovery:

1.
2.
3.
4.

Execute recovery procedures and checklists.
Notify all involved that coast is clear.

Return operations to normal.

Lessons learned report.
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Securing Perimeters to |
Protect Against IED Attacks —-epRUre

What defines the perimeter of the port?

= [and-side

=  \Water-side

= Variable depending on
threat level

el T

Virtual Fence
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Sensor Considerations +-»pure

» Sensor selection considerations » Possible sensors
» Required probability of detection » Vision sensors
» Tolerable false alarm rate = Radar
= Required target detection range = Acoustic sensors
= Target size = Fence sensors

» Target speed
Weather conditions
Required response time




Sensor Coverage Assessment ——a-w-pure-
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Layered Approach to Sensor Coverage. w-mpure




Interactive GIS
Command and Control --»RUre

e = Live information is
AIS: Container layered on top of
Vessel GIS map.

. = Camera locations
Unknown zodiac . .
type craft /<C_ and field of views

p// are shown and

updated in real-time

= Cameras are
controlled by
pointing and clicking
on map
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Threat Scenario +-»pure

The Threats:
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2.

3.
4.
5.
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Response — Detect the Threat —w-wpure

Detect watercraft and not Detect people intruding
birds, surf, or wakes. tunnel but not trains.
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Response — Detect the Threat — —g-»pure-

- Purescty'” Device Manager i

—Pure

Devi Intrepid?rozessorseryice

=] Device I'fnn:igualinn|

OV p-p—s i Slue camera to
sensor position:

[ 4] Q] 2| | =] G|

» Fixed camera
= Radar
= Acoustic sensors

» Fence sensors

Slue cameras to lat/lon from sensors.
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Response — Detect the Threat ——-w-pure-

%2 VirtualDub 1.5.10 - [PureActiv Camera Tracking Demonstration.avi]
Fle Edit Video Audio ©Opfions Tools Help

ity Continuously slue
I%I:;l P! [mew—F fmmm | camera to sensor
position:

» Fixed camera

= Single PTZ
camera

= Radar

= GPS receiver




Response — Detect the Threat ——-w-pure-

System analyzes scenes for abandoned objects.
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Response — Detect, Locate, Classify,
and Track the Threat

(~"Purectiv Workstation AlertView o)

File View Tools

Qe]lsE:-2a _
Video Palette i S e A

EEmeEnljw=——§§m=mw «| AIS: Container
g ] ? Vessel

Unknown zodiac
type craft

' : TECKNOLOGIES

AIS tracks
authorized vessels

Radar and cameras
locate unauthorized
vessels

Alarms when buffer
zone is penetrated
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Response — Detect, Locate, Classify,
and Track the Threat —RUC

-
oz Livel lascitier lestForm

[Pk - Frrecs 4 1547 PM

AlS
Equipped
Friend

Cametl Chasnel: | Dasclh

System focuses on unknown targets in areas of concern. 1eci
< [ » |
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Response — Open Communications -e-»-pure
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Response — Share Information w-wpure

"I'J"u reActiv Workstation Alertview

- " |nstant message
__________________________ | . SiEiG

= Still image of
target

" |nstant replay

® | ive video

" Alarm
acknowledgement

Alarm Alarm Type | H
DDcurred P ZOd 1ac

‘Mm ag«n Intrepld Tamper Alarm
21m ago Intrepid Tamper Alarm
37m ago Intrepid Tamper Alarm
44m ago Signal Loss
44m ago Signal Loss
44m ago Signal Loss
45m ago Intrepid Tamper Alarm

» 46m ago Intrepid Tamper Alarm

Instant Message:

® Alarm clear

Zodiac at

latitude -116.11,
longitude 47.42
J]| February 13 [ -116.11166, 4342446 |l§ﬂm91mx6?21m
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Response — Share Information |
Recovery - Confirm Area is Clear —Rure

[

Video Palette

C23-3

Alarm Manitor

Alarm Alarm Type
Occurred

Intrepid Tamper Alarm
Intrepid Tamper Alarm
Signal Loss
Signal Loss
Signal Loss
Intrepid Tamper Alarm
Intrepid Tamper Alarm
Instant Message =

271372006 5:49:03 PM
Fermeter intruzion detected =t east gate sfier microwave
ks

Zodiac at

latitude -116.11,

Assess current plume models for evacuation. PureTech-»-»—
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Response — Share Information
Recovery - Confirm Area is Clear wRUe

m Pureictiv Console E]E

File Yiew Tools

Area
Video Palette

MEEEL| (= mm= - : 5 = Simple mouse or
= | joystick control

= Control cameras by
point and click

= Zoom map and video
by dragging a rectangle

= Cameras’ field of view
shown on map

Image Alarm Date [Local) Type Device Cleared Latitude Longitude |

A& Hew dlarms ) Search Results

[September 24 [ -114.07727, 51.04274  [f5=107.83m » 91 53m




Response — Share Information
Recovery - Confirm Area is Clear

K ' I TECHNOLOGIES

= Control cameras by
point and click

= Receive alarms in real-
time

= Acknowledge and clear
alarms

= Mobilize security
personnel
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Recovery — Assess and document
event.

rev b5
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ﬁ.ﬂ.larm Search

.

M Q

From:  |07/27/20061552:37 |

Load I

To |D?.-’2TH2EIDE 16:52:37 ﬂ
Clear Rezults I

Status: |-‘3-ﬂ5'

Sites:

|

Puredictiv
Puredictiv Server Center

Alarm Types;

Possible Lens Blockage
Right Diown Motion
Right Up Mation
Rightward Maotion
Signal Loss

Signal Restored
Stopped Object
Triggered Video Alarm

Lobby: Image | Lobby: Video |

Info | Acknowledgements ]

Date:

Type:

TrETS2006 d:40:29 Phd ACks:0

bdaotion Detected

Descrption: botion Detected In Front Hallway - &larm

Alamn Source

Site: Puresetiv

CA0: Puresztiv Calgary

Dewice:  Lobbey

Location:  Lat: 51.04243°N, Lon: 114 077155

™ Cleared

Type

Device Cleared

O

FA2TA2006 4:35:31 PM

Motion Detected

Lobby Fi

FA2TS2006 4:37:29 PM

Motion Detected

Lobhy ¥

T
T
ﬁg FITLNNE A-24-17 Phd

hd aticn N abactad

| nhhi 1

Search for alarms that meet specified criteria.
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Recovery — Investigate further

U | .
lu# Forensic Browser

Watc h DAL | PuredictivCalgary

Algorithe: | Motion Search
Elemrat Frar: | 0727 /2006 15:37:49
= FAE2742006
Sheet x| TelorzreongieaTas == | SEISEM -
T8 008 Thumbnalil
Grid Size g - B - ) )
i 5 : B images of video
k
S:;e:ﬁ;?aterea 4 FA2EI2008 T2 A2008 s h
P 33946 FM 8.00s 3:40:01 PM 8,00 meetin g searc

Threshold 50 j
Sample Rate Crlterla.
Mumber of zeconds between samples to determing maotion, i
This walue can be fractional, for instance 0.2 is five times per. 74972006 749749006 7497 3006

24049P.. 24126 PM 8.00s 24206 PM 8.025
Regions... Cancel =, G . e =, e [v]




Enhanced Maritime
Domain Awareness

[ PureActiv Workstation Alertview =f=i )
File View Tools

QnealdsE-2 4

Video Palette - = My o gy S 3§ i s _____‘.__‘ ]
w— i A T g ;
MEEEE | | = f | mm .| AIS: Container

233 [CIC] Vessel

Unknown zodiac
type craft /4{_

o

Alarm Monitor

Alarm

Intrepid Tamper Alarm
37m ago Intrepid Tamper Alarm
44m ago Signal Loss
44m ago Signal Loss
44m ago Signal Loss
45m ago Intrepid Tamper Alarm

» 46m ago Intrepid Tamper Alarm

Instant Message:

211372006 5:49:03 PM
Perimeter intrusion detected 2t east gate after microwave: ]IC 14-3 {0m)

< | OTowl(Onew) Review |

Zodiac at

latitude -116.11,
_ longitude 47.42
([ February 13 [@-116.11186, 43.42446 [§=340.91mx 672.1m

Current areas of risks
and threats.

Authorized ship and
personnel location and
information.

Anomaly detection —
type, location, video.

Automated
communications -
notify those with need
to know and those
responsible to act.

Policy based

responses and
recovery.
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Conclusion w-mpure

CAHATTHEW

Technology can aid in safeguarding LNG and
petrochemical terminals by enhancing Maritime
Domain Awareness.
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