
Business ContinuityBusiness Continuity

Port environmentPort environment



DEFINE BUSINESS CONTINUITYDEFINE BUSINESS CONTINUITY

•• WHAT IT IS NOTWHAT IT IS NOT
–– RECOVERYRECOVERY

•• FOCUS:FOCUS:
–– PEOPLEPEOPLE
–– PROCESSESPROCESSES
–– TECHNOLOGYTECHNOLOGY
–– DELIVERABLESDELIVERABLES



INFRAGARD DEFINITIONINFRAGARD DEFINITION

•• MANAGEMENT PROCESSMANAGEMENT PROCESS

•• DEVELOPING ADVANCE PROCEDURESDEVELOPING ADVANCE PROCEDURES

•• ENABLING THE ORGANIZATION TO COPEENABLING THE ORGANIZATION TO COPE

•• ALLOWING CRITICAL BUSINESS FUNCTIONS TO ALLOWING CRITICAL BUSINESS FUNCTIONS TO 
CONTINUECONTINUE



HOW IT FITS TOGETHER
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Command, Control, Communications & Collaboration
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Key ComponentsKey Components

Comprehensive Program

• Escalated Response
• Communications
• Personnel Accountability
• Personnel Evacuation
• Employee Education
• Transition to Crisis Mgmt 

Team

• Activation 
Notification

• Incident Containment
• Initial Assessment
• 800# recorded
• Web Banner rolls
• Transition to 

Business Continuity 
Team

Crisis 
Management

Focus:
Decision 

Processes

Action: Crisis 
Mgmt Team

Emergency 
Response
Focus: People

Action: Emergency 
Responders

Business 
Resumption

Focus:
Business Revenue

Action: Business 
Continuity Team

Recovery
• Alternate site announced
• Owners Notified
• Plans initiated
• Mail / phone switch 

redirected
• Web banner info updated

Resumption 
(to pre-event 
condition)

• Site(s) announced 
• Owners Notified
• Plans 

Implemented
• Web banner info 

updated

Preparedness
• Critical Process Id
• Recovery Strategies 

Approved by Mgmt.
• Plans Tested & 

Improved
• Vital Records 

Program
• IIS, Telecom, 

Facilities Partner 
Support

• Alternate sites 
selected

• Executive Protection



Security System ModelSecurity System Model

Situational 
Awareness

Risk/Vulnerability
Assessment Mitigation

RecoveryResponsePreparedness

Business ContinuityBusiness Continuity



Business Continuity Program (BCP)Business Continuity Program (BCP)

RISK ASSESSMENT & VULNERABILITIES ANALYSIS

CORPORATE AND SECTOR  REQUIREMENTS
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PROGRAM GOALSPROGRAM GOALS

•• LIFE SAFETY OF THE EMPLOYEESLIFE SAFETY OF THE EMPLOYEES
•• CONTINUE CRITICAL BUSINESS CONTINUE CRITICAL BUSINESS 

FUNCTIONSFUNCTIONS
•• RETURN TO STATE OF NORMALCYRETURN TO STATE OF NORMALCY

–– QUICKLYQUICKLY
–– EFFICIENTLYEFFICIENTLY

•• ??



SCOPE OF THE PROGRAM?SCOPE OF THE PROGRAM?

•• PORT AUTHORITYPORT AUTHORITY
–– FACILITIESFACILITIES

•• REGIONAL INFRASTRUCTUREREGIONAL INFRASTRUCTURE
•• WATERWAYSWATERWAYS
•• TERMINAL OPERATIONSTERMINAL OPERATIONS
•• SUPPLY CHAINSUPPLY CHAIN
•• AMERICAN ECONOMYAMERICAN ECONOMY



ISSUES?ISSUES?

•• AUTHORITYAUTHORITY
•• JURISDICTIONJURISDICTION

–– GOVERNMENTALGOVERNMENTAL
–– UPSTREAMUPSTREAM

•• LEGAL AND CONTRACTUALLEGAL AND CONTRACTUAL
•• BUSINESS COMPETITIONBUSINESS COMPETITION
•• PRIVACYPRIVACY
•• STAKEHOLDER POLICYSTAKEHOLDER POLICY



DHS DIRECTIVE ON RECOVERYDHS DIRECTIVE ON RECOVERY
MARITIME INFRASTRUCTURE RECOVERY PLANMARITIME INFRASTRUCTURE RECOVERY PLAN

–– PROTECT AMERICAN ECONOMYPROTECT AMERICAN ECONOMY
–– RESTORATION OF PASSENGER AND CARGO FLOW, RESTORATION OF PASSENGER AND CARGO FLOW, 

SPECIFICALLY CONTAINER CARGOSPECIFICALLY CONTAINER CARGO
–– DOES NOT ADDRESS LONG TERM INTERRUPTIONSDOES NOT ADDRESS LONG TERM INTERRUPTIONS
–– NOT A PLAN FOR THE PHYSICAL RECOVERY OF A NOT A PLAN FOR THE PHYSICAL RECOVERY OF A 

PORTPORT
–– PROVIDES GUIDANCE FOR THE REDIRECTION OF PROVIDES GUIDANCE FOR THE REDIRECTION OF 

CONTAINER CARGOCONTAINER CARGO

EXPERIENCE AT POLB/POLAEXPERIENCE AT POLB/POLA
–– LABOR ACTION OF 2002LABOR ACTION OF 2002



COAST GUARD INTERESTCOAST GUARD INTEREST

•• PAST EXERCISESPAST EXERCISES
–– LEAD SHIELDLEAD SHIELD
–– ROGUE XROGUE X

•• WORKSHOPWORKSHOP
–– CRITICAL PATHCRITICAL PATH

•• UPCOMING SYMPOSIUMUPCOMING SYMPOSIUM



CA ENHANCEMENT PLANCA ENHANCEMENT PLAN
•• INITIATIVE 5: ENHANCE PORT SECURITYINITIATIVE 5: ENHANCE PORT SECURITY

–– PROJECT 5: REGIONAL BUSINESS & GOVERNMENT PROJECT 5: REGIONAL BUSINESS & GOVERNMENT 
CONTINUITY PLANNIINGCONTINUITY PLANNIING

–– PROGRAM MANAGEMENT:PROGRAM MANAGEMENT:
DAMAGE AND SAFETY ASSESSMENTSDAMAGE AND SAFETY ASSESSMENTS
STRUCTURAL INSPECTIONSSTRUCTURAL INSPECTIONS
MITIGATION AND CONSTRUCTION ACTIVITIESMITIGATION AND CONSTRUCTION ACTIVITIES
PERSONNEL AVAILABILITYPERSONNEL AVAILABILITY
BUSINESS PROCESSES, VENDORS, SUPPLIERSBUSINESS PROCESSES, VENDORS, SUPPLIERS
UTILITIES RESTORATIONUTILITIES RESTORATION
LAND AND WATER TRANSPORTATION LAND AND WATER TRANSPORTATION 
RESTORATIONRESTORATION
PRIORITIZED RESTORATION OF BUSINESS AND PRIORITIZED RESTORATION OF BUSINESS AND 
GOVERNMENTGOVERNMENT



CRITICAL PATHCRITICAL PATH

•• NUMEROUS STAKEHOLDERSNUMEROUS STAKEHOLDERS
•• BINDING RELATIONSHIPS?BINDING RELATIONSHIPS?

–– UNSTRUCTURED “ENTERPRISE”UNSTRUCTURED “ENTERPRISE”
–– INDEPENDENT INTERESTSINDEPENDENT INTERESTS

•• BUSINESSBUSINESS
•• HUMANHUMAN





STAKEHOLDERSSTAKEHOLDERS

•• HOW MANY?HOW MANY?
•• WHO?WHO?



RISK ASSESSMENTRISK ASSESSMENT
•• BUSINESS IMPACT ANALYSISBUSINESS IMPACT ANALYSIS

–– CRITICAL PROCESSESCRITICAL PROCESSES
–– CONSEQUENCESCONSEQUENCES

•• HUMANHUMAN
–– PHYSICALPHYSICAL
–– PSYCOLOGICALPSYCOLOGICAL

•• ALL STAKEHOLDERSALL STAKEHOLDERS
•• FINANCIAL COSTSFINANCIAL COSTS

–– DAMAGEDAMAGE
–– CASHFLOWCASHFLOW
–– DOWNTIME/OVERTIMEDOWNTIME/OVERTIME

–– MAXIMUM ALLOWABLE OUTAGE & RECOVERY TIME OBJECTIVESMAXIMUM ALLOWABLE OUTAGE & RECOVERY TIME OBJECTIVES
•• TIME BEFORE IMPACT IS UNACCEPTABLETIME BEFORE IMPACT IS UNACCEPTABLE
•• SHORTAGE ALLOWABLE OUTAGE RESTORED FIRSTSHORTAGE ALLOWABLE OUTAGE RESTORED FIRST
•• ESTABLISH DIFFERENT RECOVERY TIME OBJECTIVESESTABLISH DIFFERENT RECOVERY TIME OBJECTIVES
•• COST OF ALTERNATIVE PROCEDURES VERSUS WAITING FOR COST OF ALTERNATIVE PROCEDURES VERSUS WAITING FOR 

RESTORATIONRESTORATION



RTO AND RPORTO AND RPO
Recovery Time Objective Recovery Time Objective 

(RTO)(RTO) is the length of time a is the length of time a 
business process can be unavailable business process can be unavailable 
before the overall business is severely before the overall business is severely 
impacted.  As part of the impacts impacted.  As part of the impacts 
reviewed, the Recovery Point Objective reviewed, the Recovery Point Objective 
(RPO) was included in the BIA update.(RPO) was included in the BIA update.

Recovery Point Objective Recovery Point Objective 
(RPO(RPO)) is the timeframe where is the timeframe where 
information must be recovered or it will information must be recovered or it will 
be become useless due to outdating or be become useless due to outdating or 
volume levels exceeding recovery volume levels exceeding recovery 
capabilities.capabilities.



•• PORT OF LONG BEACHPORT OF LONG BEACH
3,300 acres of land
33% of all CA port cargo
2nd Busiest port in U.S.
Significant HazMat handling  
Passenger handling
8.1 million population within   
a 25 mile radius

3,300 acres of land3,300 acres of land
33% of all CA port cargo33% of all CA port cargo
22ndnd Busiest port in U.S.Busiest port in U.S.
Significant Significant HazMatHazMat handling  handling  
Passenger handlingPassenger handling
8.1 million population within   8.1 million population within   
a 25 mile radiusa 25 mile radius

10 piers
80 berths
7 container terminals  
71 gantry cranes
76-foot-deep main channel
5,300 vessel calls in 2005 

10 piers
80 berths
7 container terminals  
71 gantry cranes
76-foot-deep main channel
5,300 vessel calls in 2005 



•• SAN PEDRO BAY:SAN PEDRO BAY:
ONE HARBOR ONE HARBOR –– TWO PORTSTWO PORTS



BUSINESS CONTINUITYBUSINESS CONTINUITY
PORT AUTHORITYPORT AUTHORITY

•• ORGANIZATIONORGANIZATION
•• FACILITIESFACILITIES
•• PROCESSESPROCESSES
•• INFRASTRUCTUREINFRASTRUCTURE
•• VENDORS AND SUPPLIERSVENDORS AND SUPPLIERS
•• IT SYSTEMSIT SYSTEMS



ORGANIZATIONORGANIZATION
•• TOP LEVEL POLICYTOP LEVEL POLICY

–– PROTECT PEOPLE, PROPERTY & BUSINESS INTERESTSPROTECT PEOPLE, PROPERTY & BUSINESS INTERESTS

•• OWNERSHIP OF SYSTEMS, PROCESSES AND OWNERSHIP OF SYSTEMS, PROCESSES AND 
RESOURCESRESOURCES

•• MANAGEMENT STRUCTUREMANAGEMENT STRUCTURE
–– DECISION MAKING: QUORUMDECISION MAKING: QUORUM
–– SUCCESSION PLANNINGSUCCESSION PLANNING
–– PERSONAL PROTECTIONPERSONAL PROTECTION

•• TRAVELTRAVEL
–– BRIEFINGSBRIEFINGS
–– KITSKITS
–– EVACUATION PLANSEVACUATION PLANS
–– INSURANCEINSURANCE
–– SOSSOS
–– MEDICALMEDICAL
–– PPQ’SPPQ’S



ORGANIZATION ORGANIZATION (cont’d)(cont’d)

•• KEY EMPLOYEESKEY EMPLOYEES
–– TRACKING TRACKING 

•• AVIAN FLUAVIAN FLU

•• NO SINGLE POINT FAILURESNO SINGLE POINT FAILURES
–– CROSSTRAININGCROSSTRAINING
–– DOCUMENTED JOB FUNCTIONDOCUMENTED JOB FUNCTION

•• DESK TOP PROCEDURESDESK TOP PROCEDURES
–– TELEWORK POLICYTELEWORK POLICY

•• DOCUMENTEDDOCUMENTED
•• PRACTICEDPRACTICED

–– EXPEDITED EMERGENCY REPLACEMENT POLICYEXPEDITED EMERGENCY REPLACEMENT POLICY
•• TEMP AGENCIESTEMP AGENCIES
•• PREPRE-- IDENTIFIEDIDENTIFIED

–– EMPLOYEE SKILL SURVEYSEMPLOYEE SKILL SURVEYS
•• BEYOND JOB FUNCTIONSBEYOND JOB FUNCTIONS

•• SHELTER IN PLACE?SHELTER IN PLACE?



FACILITIESFACILITIES

•• BACKUP LOCATIONBACKUP LOCATION
–– PREPRE--IDENTIFIEDIDENTIFIED
–– LOGISTICAL SUPPORTLOGISTICAL SUPPORT

•• WITHIN AREA OF THREAT?WITHIN AREA OF THREAT?
•• SAME POWER GRID?SAME POWER GRID?
•• TRANSPORTATION FOR EMPLOYEESTRANSPORTATION FOR EMPLOYEES
•• REDIRECTION OF MAIL AND DELIVERIESREDIRECTION OF MAIL AND DELIVERIES



PROCESSESPROCESSES

•• CRITICALCRITICAL
–– FLOWCHARTEDFLOWCHARTED
–– INTERPERSONAL AND INTERDEPARTMENTAL INTERPERSONAL AND INTERDEPARTMENTAL 

RELIANCESRELIANCES

•• KEY OPERATIONALKEY OPERATIONAL
•• SUPPORTSUPPORT
•• BUSINESS RECORDSBUSINESS RECORDS
•• CAVEAT: IF NOT CRITICAL?CAVEAT: IF NOT CRITICAL?



INFRASTRUCTUREINFRASTRUCTURE

•• WATERWATER
•• POWERPOWER
•• SANITARY SEWERSANITARY SEWER
•• TELESYSTEMSTELESYSTEMS
•• ROADSROADS
•• BRIDGESBRIDGES



VENDORS AND SUPPLIERSVENDORS AND SUPPLIERS

•• KOBE EARTHQUAKEKOBE EARTHQUAKE
•• SINGLE SOURCE?SINGLE SOURCE?
•• JUST IN TIMEJUST IN TIME
•• VULNERABILITY ASSESSMENTSVULNERABILITY ASSESSMENTS
•• SITE VISITSSITE VISITS
•• VALIDATED BC PLANSVALIDATED BC PLANS

–– REQUIREMENT IN KREQUIREMENT IN K



IT SYSTEMSIT SYSTEMS

•• SEPARATE PLANSEPARATE PLAN
•• PLUG AND PLAYPLUG AND PLAY
•• BACKUP SITESBACKUP SITES

–– COLD V. HOTCOLD V. HOT
–– LOCATIONLOCATION



ALTERNATIVESALTERNATIVES

•• ATTAINABLEATTAINABLE
•• HIGH PROBABLILITY OF SUCCESSHIGH PROBABLILITY OF SUCCESS
•• VERIFIABLE THROUGH TESTS AND VERIFIABLE THROUGH TESTS AND 

EXERCISESEXERCISES
•• COST EFFECTIVECOST EFFECTIVE
•• APPROPRIATE FOR THE SIZE AND SCOPE APPROPRIATE FOR THE SIZE AND SCOPE 

OF THE OPERATIONOF THE OPERATION



CONSIDER PRIVATE SECTOR CONSIDER PRIVATE SECTOR 
CAPABILITIESCAPABILITIES

•• EQUIPMENTEQUIPMENT
•• SUPPLIESSUPPLIES
•• TECHNICAL EXPERTISETECHNICAL EXPERTISE
•• LOGISTICAL CAPABILITIESLOGISTICAL CAPABILITIES

“GOVERNMENT DOES NOT UNDERSTAND “GOVERNMENT DOES NOT UNDERSTAND 
BUSINESS MODELS AND ECONOMIC BUSINESS MODELS AND ECONOMIC 
IMPACT”IMPACT”



CRITICAL SOCIETAL FUNCTIONSCRITICAL SOCIETAL FUNCTIONS

•• FOODFOOD
•• TRANSPORTATIONTRANSPORTATION
•• SHELTERSHELTER
•• HEALTH AND SANITATIONHEALTH AND SANITATION
•• BANKSBANKS
•• FAMILIESFAMILIES



MEDICAL PLANNINGMEDICAL PLANNING

•• FIRST RESPONDERSFIRST RESPONDERS
•• STOCKPILES OF MEDICINESSTOCKPILES OF MEDICINES
•• PROPHYLACTIC TREATMENTPROPHYLACTIC TREATMENT
•• PSYCHOLOGICAL SUPPORT PSYCHOLOGICAL SUPPORT 

–– GRIEVING AREA?GRIEVING AREA?
•• LONDON EXPERIENCELONDON EXPERIENCE



BUSINESS CONTINUITY BUSINESS CONTINUITY 
OPERATIONS CENTEROPERATIONS CENTER

•• CONTENTSCONTENTS
•• TEAMTEAM
•• ACTIVATIONACTIVATION
•• LOCATIONLOCATION



BUSINESS CONTINUITY CULTUREBUSINESS CONTINUITY CULTURE

•• ASSESSINGASSESSING
•• DESIGNING AND DELIVERINGDESIGNING AND DELIVERING
•• EXERCISING OF PLANSEXERCISING OF PLANS
•• MAINTENANCEMAINTENANCE
•• AUDITSAUDITS

–– SELFSELF
–– EXTERNALEXTERNAL



DESIRED END RESULTDESIRED END RESULT

•• RESILIENCYRESILIENCY
–– ORGANIZATIONORGANIZATION
–– INFRASTRUCTUREINFRASTRUCTURE
–– PROCESSESPROCESSES

•• QUICK DECISION MAKINGQUICK DECISION MAKING
•• ADAPTABILITYADAPTABILITY

–– PREPRE--IDENTIFIED ALTERNATIVESIDENTIFIED ALTERNATIVES



BUSINESS CONTINUITYBUSINESS CONTINUITY

PEOPLEBusiness 
Continuity

Plan
PROCESS

CONTINUITY
BUSINESS     

PROCESSES   

Comprehensive and documented plan utilized in the event of a disComprehensive and documented plan utilized in the event of a disaster, focus aster, focus 
solely on the business operations.  solely on the business operations.  

Plan defines resources, actions, tasks and data required to manaPlan defines resources, actions, tasks and data required to manage the recovery ge the recovery 
effort in the event of a business interruption.effort in the event of a business interruption.

Identifies:Identifies:
–– Primary locationPrimary location
–– Alterative Recovery Sites (Alt 1 and  Alt 2)Alterative Recovery Sites (Alt 1 and  Alt 2)
–– Interdependencies (internal and external)Interdependencies (internal and external)
–– RTOs and RPOsRTOs and RPOs
–– CriticalCritical

•• PeoplePeople
•• ApplicationsApplications
•• DataData
•• VendorsVendors
•• Vital RecordsVital Records
•• 800 numbers800 numbers
•• Web sites (internal and external)Web sites (internal and external)



CHALLENGECHALLENGE

•• NATIONAL PRIORITYNATIONAL PRIORITY
–– SYMPOSIUMSYMPOSIUM

•• LOCAL PLANNINGLOCAL PLANNING
•• IDENTIFIED SCOPEIDENTIFIED SCOPE

–– SUPPLY CHAINSUPPLY CHAIN
–– CRITICAL PATHCRITICAL PATH
–– INTEGATION OF ALL STAKEHOLDERSINTEGATION OF ALL STAKEHOLDERS


