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Key Components

Comprehensive Program

» Escalated Response

e Communications

* Personnel Accountability
* Personnel Evacuation

* Employee Education

e Transition to Crisis Mgmt

Team

Crisis
Management

Focus:
Decision
Processes

Action: Crisis
Mgmt Team

» Activation
Notification

* Incident Containment

* |nitial Assessment

» 800# recorded

* Web Banner rolls

e Transition to
Business Continuity
Team

Business
Resumption

Focus:
Business Revenue

Action: Business
Continuity Team

Preparedness

Critical Process Id
Recovery Strategies
Approved by Mgmt.
Plans Tested &
Improved

Vital Records
Program

IIS, Telecom,
Facilities Partner
Support

Alternate sites
selected

Executive Protection®

Recovery

Alternate site announced
Owners Notified

Plans initiated

Mail / phone switch
redirected

¢ Web banner info updated

Resumption
(to pre-event

condition)
Site(s) announced

Owners Notified
Plans
Implemented
Web banner info
updated
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SITE SITE AND/OR
CRISIS FUNCTION/ IPT
MANAGEMENT BUSINESS
RESUMPTION
PLAN PLANS

PROCESS
TRANSITION CONTINGENCY PLANS

TO BUSINESS (FOR CRITICAL
CONTINGENCY PROCESSES)

TEAM

RECOVERY
INITIAL STRATEGIES
ASSESSMENT APPROVED BY
= MANAGEMENT

INCIDENT CRITICAL PROCESS
— CONTAINMENT IDENTIFICATION

MANAGEMENT
RESPONSIBILITIES GUIDANCE &

NOTIFICATIONS ANALYSIS
ACTIVATION

VITAL RECORDS PROGRAM
INFORMATION SYSTEMS,
TELECOMMUNICATIONS, AND FACILITIES
EXECUTIVE PROTECTION

FOCUS: BUSINESS

FOCUS: DECISION REVENUE
‘ PROCESSES BUSINESS IMPACT ANALYSIS

RISK ASSESSMENT & VULNERABILITIES ANALYSIS
CORPORATE AND SECTOR REQUIREMENTS
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— Es] FOr ATION OF PASSENGER AND CARGO FLOW,
SEECT] FICALLY CONTAINER CARGO

= DO "S NOT ADDRESS LONG TERM INTERRUPTIONS
*;Y OT A PLAN FOR THE PHYSICAL RECOVERY OF A
== “PORT

—PROVIDES GUIDANCE FOR THE REDIRECTION OF
CONTAINER CARGO
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= N ERAS] 5: ENHANCE PORT SECURITY
SEROUECTT ST REGIONAL BUSINESS & GOVERNN

CONTINUITY PLANNITING

— PROGRAM MANAGEMENT:

= % DAMAGE AND SAFETY ASSESSMENTS

- % STRUCTURAL INSPECTIONS

- % MITIGATION AND CONSTRUCTION ACTIVITIES

- % PERSONNEL AVAILABILITY

e = BUSINESS PROCESSES, VENDORS, SUPPLIERS

e J < UTILITIES RESTORATION

——— <« LAND AND WATER TRANSPORTATION

\E

RESTORATION

<+ PRIORITIZED RESTORATION OF BUSINESS AND
GOVERNMENT
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=N CONSEQUENCES
SRSUMAN
— PHYSICAL
— PSYCOLOGICAL
* ALL :I'AKEHOLDERS
> Fli 7§NCIAL COSTS
e *DAI\/IAGE
= _CASHFLOW
= - DOWNTIME/OVERTIME
— = MAXIMUM ALLOWABLE OUTAGE & RECOVERY TIME OBJECTIVES
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— - -~ = TIME BEFORE IMPACT IS UNACCEPTABLE
- * SHORTAGE ALLOWABLE OUTAGE RESTORED FIRST
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= e ESTABLISH DIFFERENT RECOVERY TIME OBJECTIVES

e COST OF ALTERNATIVE PROCEDURES VERSUS WAITING FOR
RESTORATION
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RECOVEIV.  ime Objective Recovery Point _Objective
RIO) is the length of time a (RPO). is thes timeframe.  where

IISIIESERNEIOCESS  Cali BEN UnaVa2iole Sformation! must be recovered! or it will
WEIGIERUEN Bverall business, is severely be become useless due to outdating or
lnpzlgicel As part off the I(mpacts volume levels exceeding recovery
IEVIEWEd S thEr REcovery, Point Objective capabilities.

(_F<PO, ncltded inthe BIA update.
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3,300 acres of land
33% of all CA port cargo

2"d Busiest port in U.S.
Significant HazMat handling
Passenger handling

8.1 million population within
a 25 mile radius

10 piers

80 berths

7 container terminals

/1 gantry cranes
76-foot-deep main channel
5,300 vessel calls in 2005
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e ' DOCUMENTED
:: ~ — EXPEDITED EMERGENCY REPLACEMENT POLICY
= e TEMP AGENCIES
— EMPLOYEE SKILL SURVEYS
s BEYOND JOB FUNCTIONS

s DESK TOP PROCEDURES
= f; - = PRACTICED
= e PRE- IDENTIFIED

e SHELTER IN PLACE?
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BUBINESS CONTINUITY
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@ omoreneruvgw d documented plan utilized in the event of a disaster, focus
SO YAOIIAE business operations.

Plein) fIHIJrJd,,;_,[" ources, actions, tasks and data required to manage the recovery
eHoNt Inithe event ofi a business Interruption.
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== — Primary location
= _Altera’tlve Recovery Sites (Alt 1 and Alt 2)
=~ — Interdependencies (internal and external)
S e —=_RT0s and RPOs
— Critical
- -  People
e Applications
Data
Vendors
Vital Records
800 numbers

Web sites (internal and external)
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