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Biometric technology reader
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DoelbEsided door for zone control
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Anti Trailgating
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b Alrport Experience

= eAccess control has been regulated since late 80s

eRegulations updated in 1992 and 2001
eSubject to continuous SD changes
eInitial trial TWIC programs 2001-2006
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.
cale, of Airport Systems,

—

- * 475 regulated airports

. e Estimate of 400 ACS systems
e Estimate of 75,000-100,000 access controlled points
e Estimate of 5,000,000 card holder data records.

e Estimate of 2,500,000 active card holder records
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Airporit System characteristies

e Mostly internal doors

e About 15% external

e Many doors per airport (LAX has 1200)
e Most do not have Biometrics

e Most do not use smart cards
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IOGMELric selection at Alrposts

—

eSeatac finger print

*SFO hand geometry

eBoston Finger print

eSarasota Finger print

Plus numerous test sites
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Environmeéntal probleéms

- e (leveland Snow
e Phoenix Heat and Dust
e Miami Humidity

T E
— - ‘.
-1
ol —
s e

Result: move to contact-less card
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ID recHnoLoGY
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Biometric OVEerview

- —

—

D”/'O_ﬁ'" Blrics: “Automated recegnition of individuals

vaseacl oguigainodaenvdoeelzigiel o)jo) oozl
c'r; aracteristics”

XeImpIEs of Biometric Types:

I.|.-

= - Fingerprint - Speech
e T - Keystroke
- Iris - Palm
- Hand - Veins
- Signature - DNA
- Retina - Skin
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Three Basic EURctions

Erelment -
=SAddING BiIomMELrC Infiermation te'a data file
S 8L Can Include screening) for duplicates in database

VETlication (one-to-one)
= Matehing against a single record
_— - Answers “Is this person who they claim to be?”
_ Tdentlflcatlon (one-to-many)

— Matching against all records in the database
— Answers “Do we have a record of this person?”

i
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How do Biometrics Work?

Yl M en

C bl-
] capure [B Process
. No Match

I.|.-

_ Compare
e P

— Matching:

giometic — ==
biometric apture
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BIometric System Components

-
—, - -
-‘—r

= \\hat do I neea 0" Make! It Work?

SNecpullierdevice (sensor)

"Fingerprint ieader, video camera, etc.
— Alejorlealuls

B8 Processing (feature extraction)

—
— & S

e e

= s Matching

b ii—
—

~—  — Repository
® Place to store enrolled biometric templates (for matching)
® Should be protected (secure area, signed/encrypted, etc.)
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Reasons to Use Biometrics

- -‘

BIGELrICS link an event to'a particular individual
—  Nejri|t DA PESSWOLE 0Ol LOKENR
BOERVERIENE— NOLAING to remember
Eanittbe guessed, stolen, shared, lost, or forgotten
PrEVEnts Impersonation
I = Protects against identity theft
.-;-. & — Higher degree of non-repudiation

=== Enhances privacy

— Protects against unauthorized access to personal information
Complementary with other authentication mechanisms

— Smart cards

— Proximity cards

— PIN entry pads
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Biometrics in Ports

Erployga agd clutgogzediiiogepeleessgiosediie
aleas off porit facilities and vessels

r PIBYEeIaccess to infermation systems
mployee timekeeping
oyment: background vetting
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What Makes a Good Biometric?

aSy Lo Use
East:
.~ Accurate

& low cost
= Positive public perception
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BIemetric Technolegies SuitaBIe for
Access Control Applications
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Fingerprint ReEcognition

__u.#

—

J\/Jéa;ng €S, Characteristicsiassociated with the friction ridge

Deltiarn) Ol if)e firlclartie —
OIENGIthe oldest and most widely used: biometrics
SapLiire techniques

SElatscan
& — Swipe across
" _ Rolled (“ten print”)
_ — Slap (four flat fingers at a time)
= 5ensor types
— Optical
— Multi-spectral imaging
— Silicon
— Ultrasonic
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Fingerprint ReEcognition

- gy
—

Considerations

=RSmelRerofpepllationshave
POOr prints due to injury,
age, disease, or occupation
— Requires physical contact
with sensor
> — Historical association with
- Upports both 1:1 verification S entorcar
——and 1:N identification
'— [Databases already exist for
background checking

— Numerous vendor choices

—

IRGERIS UNIgue
ErS dont change with age

= J NACCUNACY.
— sy e Use; with some training

.—--
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Sterts withl fingerprint image

L
— T
S -.‘-
= = -~ T

S

N/pical size 70-90 KBytes
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EiRgerprint.Minutiae liemplate(conts)

—

EindeMinutige: - o
SRIGEE ERCINGS
ERRIdgE Bifitircations
SRIGEE Direction
S5 Vallles to Minutiae:

X Y. position ini coordinate
-~ space
— O (Theta) angle from the
minutiae point along the ridge
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TIE atertemplate record
=e T template repository
— plcal size <500 bytes

_._--
—
—

G
(\'
SLC

-._-J:
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— Iris Recognition
- - s

VEaSUEs features assocliatediwithr the random texture of
bElCoIored! part oft the eye

MESSHRESI UPIto 266 UNIqUE Teatures
UEESHIEZ I IniTaned sensor from a distance of 6 in. to 2 ft.
PEUIENOriacility’ access and transportation/border security.
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Iris Recognition’(cont'd)
i

— -y

—

Considerations
=S be osclreEdrby eye
ENEny stable over lifetime lids, lashes, reflection
SNorks through glasses and! contacts — Public perception that
SRNoNphysical contact required scanning may be harmful
Wbt affected! by common eye surgeries ~ Can be difficult to capture

B | ess prone to injury ® Requires more training
R — No existing database

= SUpports both 1:1 verification and 1:N

= identification
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— Hand Geometry.

- w—

MBa5ures dimensions of hand, including shape and Tength of fingers
Used extensively for physical access contirol
— Ingralllee] =i @
AISEIWIGElY USEd for employee timekeeping
Hand configuration
ypically lay hand fiat Access Control Terminal
& — Pegsiguide placement
S Cameras positioned above
and to side
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iHand Geometry (cont'd)

iSidEerations
VL0 UISE — Not as accurate

NIghIpUDIIC acceptance — Characteristics may change
Veryalew Eailure to Enroll' Rate with age

SPfioven over many years of use — Best used in 1:1 contexts

- = Plimary applications are physical — Sensor is relatively large
adcceess and time/attendance

Very:small, adaptive template
¢ Fits on any card media

= \Works well in outdoor environments

— Rugged

April 25
1:30pm
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IS Tihere One Best Biometric?

No - A blognatdesgnolch segalaaiad srgech o g eladiiie
gPlICAtiON FEGUIEMENTS

EBGh technology: exhibits differences in
= Cost

- - EFgenoemics
= — Matching accuracy
— Physical packaging
User acceptance
Maturity
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Accuracy

- . __u.#

generally defined in terms of twos parameters:
~\False Reject Rate (FRR):
s Veaslires how! often an authorized user, who should be
I Gl anted aGeess) IS not recognized

SRR = Percentage of false rejections of the total number of
Validi recognition attempts

B s/ Also called “False Non-Match Rate”

_. _' — False Accept Rate (FAR):

"
e —

== e Measures how often a non-authorized user, who should not
' be granted access, is falsely recognized

® FAR = Percentage of false acceptances of the total number of
Imposter recognition attempts

® Also called “False Match Rate”
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Accuracy: (contd)

~n P E
J‘;Sg\a _|_er

SEPeIRtwhere FRRT="FAR

SARVERR are inversely related

-
iy el
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Match Score distribution

Non-

matching

(imposters)

Matching
Threshold

(legitimates)

Matching

\

False Rejects
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: Additional’ Performance Consideration

- - . lﬁ

-
—

EeNlURENerERreliFRate (FIIER)
=NVeasures how! often users are unable to enroll a biometric
| chiaracteristic

s Physicall characteristic of user prevents creation of template
— Characteristic not present or obscured

s User'is not capable or willing to present biometric properly

FIER = Percentage of failures to enroll of the total
number of enrollment attempts
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Biometrics & TWVIC

L

BOmEiE credential for maritime workers mandated! by Maritime

iiEnspeitation SEcurity, Act

IEHRINGEma0es) capLured for background check
INVBNINEERIMAdgES converted to minutiae templates and stored in chip

MEmBR20 IWWIC card
REFEESWIlIFUSE contactless interface to transfer templates to reader

for srElidsligle
N YPECled reader performance requirements
S Must:be capable of working in harsh maritime environment

-
-
—

" — Transaction time of 3 seconds or less

— Matching accuracy of at least 99%
Coast Guard and TSA planning pilot reader tests in 5 locations this year

— Mandated by SAFE Ports Act

April 24-26
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le=Tiacoma International Airport (SEA)
: Seattle Seaport Harbor
fFishing and Pleasure Boat Moorage
Cruise Terminal Facilities
Other Commercial Operations
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e
Seaport Statistics — 2006

-y

L

—

N0t SIEUNGORtATNErSHs——— 1, 087360
JIoLEl Criise Passengers: /735,000
' Total Vessel Calls:
Container — 814 Cruise - 196
1,200 Active Cardholders
- Access Control deployed March 2004

E

Source.: www.portseattle.org
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Alrport Statistics - 2006

—

6L AP EESENGE SS90/ 570, 097
iGLelFAIcralit Operations: 540,058
JietalFAIF Cargo (metric tons): 341,344

15,00 Active Cardholders
Biometric Cards October 2003

Source.: www.portseattle.org
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Changes in ID Badge'Technologies:

—

com—

PeLO echnology...  Specialized PC Technology...
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Security System Technology Changes

J _-rietary solutionsigave; way: to
Wiriclows clasi<iae stejgiclaiels
g5ENelstanaard SQL databases rather:

iproprietary or desktop-grade file

Vatems

. ~re|d devices, door readers may be IP

~  addressable
e \\Vireless technology
® [ihe IT department meets the Security

Department

April 24-26
Jacksonville FL
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L

J J\/N 3| integration: skills. Was 2 MONEISSUE
Irl trlg orooflatelfy ez

SESEiE tEchnology Standards to reduce
frlzl _ntenance COsts

> hdle data privacy issues. Systems may.
ROW. require more PPI

. Best practices for cyber security &
evaluating vendor compliance

What IT Can Otfer - -

April 25 April 24-26
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September 10, 2001

e Port of Seattle had plans to construct and
Implement a new access control system at
Seattle-Tacoma International Airport using

standard proximity card technology. This new
system was critical to completion of a $587M
airport terminal expansion project.
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L the world changed... an so did wWe
— "-‘!:'..
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Follewing 9711

PNIGHEZSEd fOCUS on DIGMELTICS

2 ErfONESIS0]

CQJ’

dEntiicationtand atthenticationror

pielsportation workers — TWIC emerges on

2 For nation of the TSA, DHS, etc

April 25
1:30pm

evelopment of information sharing networks

"h'
.--

== and systems
8 Grant funding for Seaport Security
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Our directives...

- . __u.#

SNnNight of 9/11, reevaluate our plans

iisiallFaNerwarar 0oKING BDIOMELHIC SelUtion
IGERtIR/ anad recommend viable, cost
ff

2elive biometric technologies

E slire that it would not jeopardize airport
: '--"termlnal construction project

® [ntegrate into existing project for access
control system replacement

April 25 April 24-26
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Reasons for Our Biometric Success

- - . lﬁ

:eholder involVement

Ediled/Managed RE=ISSUaNCE
FA@SIprovided to cardholders
Dl-' ning in parallel with old ACS

-
—

=ardholder used test reader first
“» Skilled and dedicated team
® Examined Privacy Concerns

e | abor Relations Issues

April 25 April 24-26
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e Seattle’s Card Reader:
BIO, PIN, LCD, MIFARE

April 25 April 24-26
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Mon—Bio Card Reader:

Card Only, or Card + PIN

SESMEXPDENSIVE
SNEOmpatible with same ID card
SMNOR-critical uses

I =
&

SSiBeisure to plan for both bio

S—

~and non-bio reader

April 24-26
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Interoeperability and Transition
- ) . _1___-; g —

santyour legacy access)controll system run
Ir) celrziligl Witel cl rlaws syt eltirlnle
iInstallation?

= =

f—'an [t e Upgraded to utilize biometric

technologies?

Is this this the mandate you always wanted
to replace a legacy system?

April 25 April 24-26
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Biemetric Readers: Wiring and Power: IISsties

- w—
— "I—"‘-_

SeEtric smart card readers are like small
c@mputers—
WURERPOWET Feguirements
ifffastrictUre must support required
l S/ Battery backup

New readers may reqguire more wire

~ Strands than you have now or maybe wire
|sOKaS|sf

e
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. Corporate ID/Access System

Will = ERY employee fequiring electronlc
icE YA aCCess g/ INEEDRaSNVIE?.

scigVeliFexisting ID badge system enroll
EXLE gl cardholder credentials?

— Wil *“corporate cards share TWIC readers?

=~ Does the existing system meet current
computing standards and can it quickly
adapt to a changing world?
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y/eu adopt'mme solitary Pert ID card...
Wilisshseiscempel all types of cardholders to enter 1113 TWIC system?

-y
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Encoded
biometric
data no
longer
matches
cardholder
due to finger
damage

April 25
1:30pm

Badge Failure poeints

George Washington
Expires 7-4-2076

April 24-26
Jacksonville FL

Hole severs
antenna or
lanyard wears
through antenna

Cardholder
punches
their own
hole to fit
their
preference

American Association
of Port Authorities

Alliance of the Ports of Canada, the Caribbean,



.
aiidholder Actions That Can Kill a Car@

J In}*r‘ M cardhoeldertnatipunching heles in a

ceirch R pizicjhiea s

Educate cardholder that certaln lanyards
with' metal clasps could damage card

® Educate guards to recognize dead cards

April 25 April 24-26
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Biometric Deterloratlon -

L

b Jrv_rf riorating| finger auality due to
eSO R RGBBIESHEICH

efinger (and the spare) no longer
m ch the cardholder will be denied

ay' reguire reproducing card (another trip
the TSA TWIC issuing facility)

e Seattle: Approximately 2 per month

April 24-26
Jacksonville FL




S

Faillure to Enroll

L

el cardholders Wil oe phy5|cally
NEis) EN O EnGer e DIometric™

2 Ouf allure iate Is 0.42%
SINGIRGIEE 0 any demographic

q-n alternative to biometrics must be
ievided for unattended access points
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Parcenved cardnolder comiort level W/ readers
(Feliowing initial roll-out ofi BiemEIE cards)

g —

(Per ID Office Mqr)
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IENSIggest Cause of Reader Problems insSeaittie
_ < il

— -y

—

S S€Ee next slide for the answer...
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e

peBiggest Cause of Reader Problems infSeattle
- : ’ :.- g —
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pical Reader Problems\WWe've Seen

RAIANA Seattle )|
e Key Pads — Water, Wear & Tear on #

peiAmbient: light on outdoor reader

| o Dirty fingers or dirty read surface

e [Jser error and impatience

® Broken card antenna

® Frgonomics for height on vehicle access

April 24-26
Jacksonville FL
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Vgt elght Readers for Varying Vehicle Heigiits

1
i =
il

—
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Consideration of Delays

J Wr gt wWill-you will do'to avoid unde5|red
e IISIOIF Ce hﬁ'IEIEI’STIUE'tOTeader

I5aEE ProbIems?

How will'you handle problems exceptlons

e
#-"_"'
_-_' 2

at the reader?
® Biometric smart cards are NOT the old

“swipe and go” world

April 24-26
Jacksonville FL
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Pessible Exception Handling Technigues

SNVErAshort time ot periods

By CaTcal DUtton on reader

SNeEIIEcuHVe prompts on LCD
Ifitercoms to guards or support staff

-
—
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Primary Bilemetric Lessons LLearned

L

Eulicate stakeholders

AGGHESSNIVACYNSSIES

IigstalIfNeN=io readers based on usage
Acge jor fallure to biometrically enroll
Ste iafizand cardholder training
.:'.:rﬁQuallty Implementation team
= ® Jest test, test in all environmental conditions

® (Consider ergonomic issues

April 25 April 24-26
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2ESsIble Access Control Challenges Post=IpVIC

Seiktlebs Experience In the world of IWIC
rlornocganaus dctisiey 2 Diargapleltisigy
Hdlarly Incdoeors o Primarily Outdoors

EStablished e \/aried and complex
CORf URIcation communication

eENEIS to Cardholder  channels to Cardholder

_|. R —

;-:i‘f)ne primary biometric ® Transients: Multiple
“device to learn biometric devices

® Sensitized to Federal  ® Acquiring exposure to
Security reguirements Federal Security issues

April 25 April 24-26
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S QR&A and Discussion
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SPARE SLIDES FOLLOWA
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S
EORRO@pPErations, Safety, Information Technology Semin_a_nil_'__

-
- -

—

Spare slides' /' CHRISTER
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BEoIaOperations, Safety, Information Technology Seminar =

—

oy Iypical access Contrel system

GCliant Workstation Cliant Workstation Opticnal
Third Party

|"______'I Matrix Switcher
| / .
| \
.'E S EREEEE
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Fore'@ erations,hSafew, Information; TechnologysSeminar.

-
B

m‘—j—h SECURITY COMMLNICATION SYSTEM

NHETWORK
SERVER

JKNTERAUFTIELE|
FOWER SYSTEM

POWER
DESTRIBUTION
uNIT

April 25
1:30pm

rEf=D—mrm
Lal=F =l

N EOMPONENLS Of 2l aCCESS| CoNtirol system

MAG LOCE BINGLE OO0

lLeeas

SECLFHITY ALARK R e

FRIEL MG LEICLIDG.IEM DOoR
CR

(=

{Lecas
SECLRHTY ALARM
PRNE L

GUARD HOUSE
(LOCAL)
SECURTY ALARM
FANEL

April 24-26
Jacksonville FL

EXIT LOOR
WITH SOUNDER

ELECTRIC

ETREE
DOOR

CARD HEATER
[E] ewzommic Lock
[E5] ELECTRIC STRIKE
[G8] GAlE oPERATOR

[ wechETc LOCK
RECUEST TOEXT
(2] wocnLaasm

N
5
m k American Association
of Port Authorities
Alliance of the Ports of Canada, the Caribbean,
Latin America and the United States




DoelbEsided door for zone control

— NOUNT OH
A UMEECJRED SIDE

tEf UNSECURED SIDE

SECLRED SIDE

= TO ACCESS CONTROL PROCESEZOR
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S
EORRO@pPErations, Safety, Information Technology Semin_a_nil_'__

-
- -

—

Spare slides' /' BRAD
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A useful resource

—

I GIEWorK 101 Evallating and Deploying
BIOMIELHCS I Al Travel Applications:
WSuvelance, Trusted Travel, Access Contro/

International Biometric Group April 3, 2002

April 24-26
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AppIoXimate Airport Stats;, Excluding, Seapoft
- Badges permonth: 900
ietalNtImENOrERrel FNSS minuLEs
B Biometric enrollment: 50 secs
PDELErOrated biometrics: 2 / mo™*
i Approximately 500+ readers

* Smart card program < 3 years old

April 24-26
Jacksonville FL




